Service Kit

Installation and Set-Up Guide

Helvar's data driven Service Kit enables sending of data from a lighting system to a cloud platform where authorised
users can access it through a REST APl or a web browser interface.

The package also provides an encrypted VPN connection for remote Designer software assistance to ensure optimal
lighting system performance with very little downtime.
Helvar’'s Service Kit consists of the following products:

1. Helvar Cloud Gateway [HCG), a small-form-factor computer that uploads the data from the lighting system to
Helvar’'s Cloud Platform via Ethernet or Wi-Fi.

2. TOSIBOX® Lock 100, a small-form-factor computer that provides an encrypted VPN connection to a lighting site’s
router systems for remote Designer software assistance.

3. TOSIBOX® Key 200, the cryptoprocessing device that establishes the VPN connection between the PC running
Designer software and the TOSIBOX® Lock 100.

Helvar Cloud Gateway TOSIBOX® Lock 100 TOSIBOX® Key 200

Online FAQs: https://helvarsupport.zendesk.com/hc/en-us
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1.

Prerequisites and Considerations

Prior to installing and setting up the Helvar Cloud Gateway (HCG] please ensure the following have been taken into

consideration:

2.

HCG kit location - Has been discussed and finalised. Are there any cabling restrictions for the installation?

Internet Connection - Has the client's IT department confirmed if it is it Ethernet or WiFi?
Ethernet Cables - Ensure the client has the required number available on-site.
Router information required:

i) Workgroup name.

ii) Afree IP address within the same range as the router

iii) What is the subnet mask?

iv)] What is the broadcast address?

Firewall - Is it compliant with our requirements? Note: Please read section 5 "HCG Security and Network

Configuration” of this document prior to any HCG installation.
Can Dynamic Host Configuration Protocol (DHPC) be used? If not then:
i} Confirmation of the allocated IP address is required.

ii) A default gateway must be specified and manually updated. Contact Helvar Technical Support for assistance.

Located on the rear of the HCG, above the barcode, is the unique ten digit serial o = oo el

Ultra Compact PC Kit / o

number (highlighted in the picture, right]. Ensure this number and the name Model Name (8%):  EL-20-3700-32GB  #
of the site having the installation/set up are sent to Helvar support (global.tier. REITRATING I 19V —3.420, 65 o-8-0
support@helvar.com).

Upon receipt Helvar support will complete the registration, please allow 24
hours for this process to happen.

Note: Make sure the serial number of the HCG is easily obtainable during the
installation/set up process as it is required when activating a new Gateway.

Overview

Follow these steps to install and set up Helvar's Service Kit package:

VWX No g LN —

—_
—_ O

—_
wW N

Install the Helvar Cloud Gateway. For details, see section 4 on page 3.

How to configure HCG Security and Network, page 8

Configuring the router network and the workgroup. For details, see section 6 on page 10.
Site and account creation, see section 7 on page 11.

Install the TOSIBOX® Lock 100. For details, see section 8 on page 12

Serialise the TOSIBOX® Key 200. For details, see section 9 on page 13.

Set up the IP address of the VPN adapter. For details, see section 10 on page 14.

Set up the IP address of the TOSIBOX® Lock 100. For details, see section 11 on page 15.
Connect the TOSIBOX® Lock 100 to the internet. For details, see section 12 on page 16.

. Connect the lighting router network to the TOSIBOX® Key 200. For details, see section 13 on page 18.
. Testing the VPN connection can be found in section 14, page 18.

.All technical data is located in section 15, page 19

. A system diagram is located in section 16, page 20
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3. DIN-Rail spacing requirements

KIT Dimensions
Kit Description Starter Next Site | Site (L/W/D)mm | Unit size Note | Antenna
Expansion incl.
HCG v v v 108/140/28 |8 * W 180 mm
TOSIBOX® Lock 100 v v 99/132/35 8 * W 165 mm
TOSIBOX® Key 200 v 78/215/9 4 ok
PSU 12 V30 W [HCG) v v v 90/35/58 2
PSU 24V 10 W v v 91/18/57 1
(TOSIBOX® Lock 100)

*

If Wi-Fi is used, place the units in such a way that interference between antennas is minimised. Do not place them in
close proximity.

** The TOSIBOX® Key 200 is a USB device that requires temporary connection to the TOSIBOX® Lock 100 during setup only.
It does not require permanent DIR-Rail space.

4. Install the Helvar Cloud Gateway

Package contents ([HCG1TBLK KIT, HCG1TBL KIT and HCG1 KIT)

0000
® o
Helvar Cloud Gateway DIN-rail DIN-rail
mounting plate mounting clip
HDR-30-12 PSU DC feed plug

Wi-Fi antenna Antenna extension Screws (2) Washer screws (2)
with magnetic base
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Follow these steps to mount the Helvar Cloud Gateway on a standard DIN rail:

1. Mount the PSU on the DIN rail. For details, see section 4.1.

2. Mount the Helvar Cloud Gateway on the DIN rail. For details, see section 4.2.

4.1 Mount the PSU on the DIN rail
I=.

Dimensions (mm) and connections .
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4.2 Mount the Helvar Cloud Gateway on the DIN rail

Mounting dimensions (mm)

Mounting plate Mounting clip
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Mounting procedure

1.

Helvar

Determine the mounting position of the HCG and identify in the following table the mounting plate holes that you
need to use.

To mount the HCG
in this position...

Use these holes
in the mounting plate

Length of mounting
clip latch

DIN-Rail spacing
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2. Screw the mounting plate to the unit using the appropriate
holes. For details, refer to the preceding table.

3. Do the following to adjust the mounting clip latch to the
length that is appropriate for the required mounting
orientation:

a. Pressthe upper part of the mounting clip on both
sides.

b. Push the mounting clip latch forwards to unlock it.

c. Slide the latch upwards or downwards to the length
that is appropriate for your mounting orientation. For
details, refer to the table on page 5.

d. Push the latch backwards to lock it.

Helvar | Data is subject to change without notice. www.helvar.com
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4. Screw the mounting clip to the mounting plate.

4.3

Connect the PSU, the Ethernet cable for the router network,
and the Ethernet internet cable and/or Wi-Fi antennas

PSU LAN 1 LAN 2
for internet (DHCP) for router network

Wi-Fi antennas

Follow these recommendations to optimise the performance and reliability of the wireless connection:

a.
b.

If required, connect the Wi-Fi antenna to the magnetic base of the antenna extension.

Set up your Helvar Cloud Gateway as close as possible to the centre of the area for which you want to provide
wireless networking.

Keep the antenna away from objects that cause wireless interference. Large metal objects, fluorescent or
halogen lights, microwaves, cordless phones and their base stations and wall ducting or vents can block or
interfere with wireless signals.

Place the antenna in an elevated location.

Helvar Service Kit: Installation and Set-Up Guide



This section provides information on how the HCG communicates externally to the internet and internally on local
networks, the hardware specification, the operating system and software that's installed in respect to what is exposed to
the customer. As far as the client is concerned, the HCG should be considered only as a black box.

5. HCG Security and Network Configuration

5.1 Internet Connectivity

The HCG requires internet connectivity in order to facilitate the provision of data to Helvar's Cloud Platform and to allow
remote assistance. This can be achieved by connecting the HCG to the LAN, using Ethernet port 1 or wireless, and then
configuring the network settings in accordance to the LAN requirements. The network settings can be configured using
the "‘Control Admin Tool".

5.2 Helvar Cloud Platform

The Helvar Cloud Platform supports Helvar's Services offering. The Helvar Cloud Gateway is required to connect to the
Helvar Cloud Platform that is built on top of AWS (Amazon Web Services). To achieve this it uses both HTTPS and MQTT
protocols on ports 443 and 8883 respectively, and the HCG requires that these ports are kept open on any firewalls

or internet gateways. The HCG connects to the following AWS loT Service endpoint: . A connection between the HCG
and the Helvar Cloud is established using MQTT, which uses TLS 1.2 along with cypher suite ECDHE-ECDSA-AES128-
GCM-SHA256 and is protected using an X.509 certificate, which is stored on the HCG. Once the connection has been
authenticated and authorised then subsequent connections are setup, over HTTPS and MQTT, using AWS credentials
that use the AWS signature version 4 format. The AWS credentials in the seconds phase are obtained dynamically and
are not stored on the HCG.

5.3 Remote Assistance

In order the remotely support issues regarding the HCG Helvar utilises TeamViewer. This service uses port 5938 when
trying to establish a connection with the TeamViewer servers. If that port is not open then it will try port 443 (HTTPS)
and then finally port 80 (HTTP). Helvar recommends that either ports 5938 or 443 are left open but not port 80 as this

in not secure. There are no static IP addresses to whitelist for the TeamViewer servers, however all of their servers |Ps
have PTR records (used for reverse DNS lookup] that resolve to *.teamviewer.com, and this wildcard address can be
used to restrict destination addresses that are allowed through the any firewall. Note that Helvar does not make a direct
connection to the HCG when using TeamViewer.

5.4 Local Connectivity

Local communications are concerned with the HCG transmitting messages to and from Helvar routers. There are

two main types of internal network in which the Helvar system can exist. For a simple layer 2 network there are

no real security concerns for the network as all communications will be contained within the network. For a more
complex system, that is integrated into a layer 3 network, there are certain networking requirements that need to be
implemented. These are the opening of certain network ports to allow communications between HCG and routers and
between routers themselves.

The first of these types of communications are for network discovery and are realised by UDP broadcasting or
multicasting using the ports 60000 and 60009 respectively. These message packets must be free to traverse the network
segments that contain all routers and the HCG.

The second type of communications are direct messages that are unicast between the HCG and routers and also
between routers. These are sent using a combination of UDP and TCP over the following port range 60001-60008.

There are some other communication scenarios that require additional network configuration that are related to the Helvar
routers and Helvar Designer software. The scenarios are based around BMS systems are concern Helvar's HelvarNet
protocol and also BacNET and OPC which are industry standard protocols. These scenarios are not directly related to the
HCG and are not discussed further here, for more information regarding these scenarios contact Helvar support.

Helvar Service Kit: Installation and Set-Up Guide
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This is a web page interface on the controller, and can be accessed via port 5000 and a known IP address (assigned

via DHCP or a static IP configured manually) for the HCG or the pre-configured IP address of 10.24.15.5, i.e.
http://10.24.15.5:5000. The tool can be used to configure both the internet connection and the local network connectivity
of the HCG. Currently, the HCG can only be configured to access the internet using DHCP. Note, if a static IP address
configuration is required along with a gateway and DNS configuration then this is not currently supported out-of-box
and installation will require Helvar support to assist with this. Additionally the internal network can only be statically
configured to to a layer network. If layer 3 network configuration is required, then again installation will require Helvar
support to assist with this.

5.5 Controller Admin Tool

5.6 Hardware and 0S

The HCG is an GIGABYTE EL-20-3700-32GB loT Gateway and consists of:

o 2 Ethernet ports that are not secured by a firewall.
o 4 USB ports

o 1 micro USB port

o 1'COM’ port

J MicroSD card slot.

There is no protection for the USB ports or the MicroSD slot and also as the device can be setup as a terminal, Helvar
recommends, that the device is installed in a secure location and that access to the device requires authorization and is
monitored for auditing.

5.7 Summary

Connectivity | Function Ports Protocols Notes
HCG External | Cloud 443, 8883 | HTTPS, Required for external access and should be protected by firewall
MQTT that is administered by the IT team
responsible for the LAN.
HCG External | TeamViewer | 443, UDP, TCP Required for external access and should be protected by firewall
Support 5938 that is administered by the IT team
(optionall responsible for the LAN, this feature is optional but Helvar

support would be required to go to site which is a
more expensive option.

HCG Internal Routers 60000- UDP, TCP Required by the HCG to connect to the Helvar Router system.
60009
HCG Internal | Controller 5000 HTTP Required by a commissioner to configure the network settings
Admin and the Workgroup (Router system

connection) of the HCG.
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Helvar
6. Configure the router network and the workgroup

Before the HCG can communicate with the router system, do the following to configure the router network and indicate
to which workgroup the HCG should connect on LAN 2.

1. Make sure that the HDR-30-12 PSU is on and is connected to the HCG.

2. Connect the PC to the HCG ensuring the Ethernet cable is placed into port 2.
3. Turn on the PC that is connected to the HCG.

4. Set the IP address of this PC to the same IP range as the HCG.

Note: The HCG shipping static IP address for LAN 2'is 10.24.15.5, and the subnet mask is 255.0.0.0. Therefore, you could,
for example, set your PC to the IP address 10.24.15.99 and to the subnet mask 255.0.0.0.

LIP Controller Admin % \+

€ & 10241555 et € ||Q search b#d

5. Open Google Chrome, and navigate to
http://10.24.15.5:5000 to access the Network configuration
pages of the HCG.

6. Inthe dialog box, specify how you want to connect to
the internet:

Controller Admin =

Helvar

e To connect to the internet over LAN 1, do one of the
following on the Network tab:

e To obtain the IP address automatically via the Dynamic
Host Configuration Protocol [DHCP), click APPLY
(default option).

Obtain IP address automatically via o
DHCP

e To enter the IP address manually, type the required IP
Address, Broadcast Address and Subnet Mask, and
then click APPLY.

LIP Controller Admin x| +

€ O & |10.24.15.5:5000/netw & || Q search *

Controller Admin =

e To connect to the internet over Wi-Fi, click the WIFI tab,
and then do the following:

Helvar

a. Type the exact SSID and passphrase for the Wi-Fi
network that you want to connect to.

Network

Helvar Mobile UK

Workgroups

b. Click Apply to save your settings.
APPLY

Enabled o

7. To change the static IP address for the connection to the
router network, click the LAN2 tab, and then type the new
IP address.

LIP Controller Admin x| +

Note 1: The static IP address for the connection to the router PATOY iETTTEr Ty | @ s #
network must be in the same range as the router
workgroup to which the HCG will connect. Check in
the Designer software beforehand to ensure all details

Controller Admin =

are correct. Changing this IP address will change the Helvar

HCG's address for the network configuration pages. For b
examp[e: Network

e [fyou change the IP to 10.254.0.100, the Sl fozm1ss

network configuration address will change from
http://10.24.15.5:5000 to http://10.254.0.100:5000.

e [fyou change the first octet of the HCG to 192.x.x.x,
you will need to set the broadcast address of the HCG
to match accordingly: 192.255.255.255.

APPLY 10.255.255.255

255.0.0.0

Obtain IP address automatically via
DHCP

Note 2: The static IP address for the connection to the router
network must be a unique IP address that does not conflict with any other devices on the network. Obtain
confirmation from the site owner.

Helvar | Data is subject to change without notice. www.helvar.com 70
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LIP Controller Admin  x L +
€ ©#& 1024155 ) pe
. . Controller Admin =
8. Click Apply to save your settings.

9. Click Workgroups, type the exact name of the workgroup
that you want the HCG to connect to [check in the Designer Helvar
Software beforehand), and then click Apply.

LK Router farm

Network

Note: After the settings that you have entered are saved, a
message will appear at the bottom of the browser. This is
only an indication that your settings have been saved, not AppLY
a status that the HCG is connected to the network.

Workgroups

7. Site and Account creation

When creating a site or an account go to https://service.helvar.io/ and from the login screen, shown below, select
the global.tier.supportf@helvar.com address. a new email page will appear.

Helvar

Thisis a secure system and you will need to enter your
login details to access your site information.

Forgotten your password?

Tocreateasite or an account, please email:
global tier.support@helvar.com

View privacy statement

If the creation of a new site is required ensure the email contains the following information:

. Serial Number of the HCG - This is located on the base of the unit, above the barcode and has an SN prefix.
o Site name to be used - Select something logical and relating, for example "Helvar_Espoo”.

o Address of the site - Full details are required.

o Company name - Who is the install for?

If the creation of a new account (user to access the web Ui] is required ensure the email contains the following
information:

. User name.
o User surname.
o Site name and/or Serial number of the HCG the user requires access to.

Note: Both of these requests can be put in a single email. Please specify what is required in the title of the email.

Be aware of the following rules when requesting any site or account creation:

J Helvar policy does not allow account creation though delegation (a user requesting site access for a 3rd party)
J Helvar policy does not allow site access for generic email addresses (eg.: infol@helvar.com)
J Each user wanting to access a site can only make the request through the global tier support address stated above.
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8. Install the TOSIBOX® Lock 100

This section applies only to HCGTTBLK KIT and HCG1TBL KIT.

Package contents

M ZEaN
/ /I@M@@@@I@ \ D
| E— —J
TOSIBOX® Lock 100 DIN-rail mounting bracket Screws (2)
AMR1-24 PSU DC feed plug 12 VDC AC/DC power adaptor

2 x Wi-Fi antenna Antenna extension with magnetic base

Follow these steps to mount the TOSIBOX® Lock 100 on a standard DIN rail:
1. Mount the PSU on the DIN rail. For details, refer to section 4.1.

2. Mount the TOSIBOX® Lock 100 on the DIN rail. For details, refer to section 4.2.

8.1 Mount the PSU on the DIN rail

1 i X

Dimensions (mm) and connections

Ao

68

F 12
[wnan

21

51.5

Eg—
]
L
-—323—-
]
(|

56.5

46.9
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For information on how to mount the TOSIBOX® Lock 100 on the DIN rail, refer to Tosibox Inc.'s documentation available
at www.tosibox.com.

8.2 Mount the TOSIBOX® Lock 100 on the DIN rail

8.3 If required, connect the Wi-Fi antennas

N

la o

1

For recommendations on how to connect the
Wi-Fi antennas, refer to section 4.3 on page 7.

Wi-Fi antennas

8.4 Connect the PSU and allow a couple of minutes for the unit to boot up.

Do 3.h)
| ES— $:U

+V -V
PSU

9. Serialise the TOSIBOX® Key 200

To serialize the TOSIBOX® Key 200, follow these steps:

1. With the TOSIBOX® Lock 100 fully booted up, insert the TOSIBOX® Key 200 into the USB port of the unit.
When the TOSIBOX® Key 200 LED stops blinking or shuts off, the serialisation is complete.

Hﬂ@@@@@

| E—

2. Remove the TOSIBOX® Key 200 from the TOSIBOX® Lock 100.

Helvar | Data is subject to change without notice. www.helvar.com 13



10. Set up the IP address of the VPN adapter

To set up the IP address of the VPN adapter, follow these steps:
Connect a PC to the Service port of the TOSIBOX® Lock 100 via an Ethernet cable.

1.

Internet Protocol Version 4 (TCP/IPv4) P

General | Atternate Configuration |

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@ Qbtain an IP address automatically

Er—

(® ‘Obtain DNS server address automatically:

" Use the following IP addi

IF addfeses)
Sutnet rmask:

Default gateway:

—( Use the following DNS server addresses———————————————————

—
—

Advanced...

Ereferred DNS server:

Alternate DNG server

™| validate settings Lpon exit

2%

3.

<

[} TOSIBOX® Lock 100>~ X Y

i Apps

Helvar Dartford - TOSIBOX® Lock 100 b-109ab9010295 |

Keys and Locks

<«

H Apps

Open the web browser

of the PC, type
http://172.17.17.17 (IP
address of the Service port]
in the address bar, and then
press Enter to access the
TOSIBOX® Lock 100 home

wuan
OFF

MODE
Lock

SOFTW
v3.32

LAN

NETMA
255.0.

page.

sTaTIc
10.00.

[ TOSIBOX® Lock 100> x YL

C () | ® Not secure

parsorsl @ @ [

Helvar Dartford - TOSIBOX

Status
Disconnected

WAN PORT 1P
172.28.229.188

USB MODEM 1P

WLAN CLIENT 1P
na

/ARE VERSION

w»
10.254.254.111

sK
00

DHCP SERVER
OFF

1P RANGES
1-10.254.254.110

10.254.254.112 -
10.255.255.254

1721717.17/cg

Hehar [] Dev [] UPUI [ TouchUl

ock 100 tb-109ab9010295

TOSIBOX® devices

LOCKS AND SUB LOCKS

£ TOSIBOX® Lock 100 th-109ab9010295

Kevs

B Key 14695

£ POF N

a8l [ Apphan H G

Sidemodel

Network devices

NAME

TOSIBOX

Helvar

X X
&

Service to PC

2. Make sure that the Ethernet LAN properties on the PC are set to obtain an IP
address automatically.

#Login

C ) @ Not secure | 172.17.17.17/cgi-bin/luci/stok=0dBdBdb24ad4acf6329630e83d882

Pesoral ws @ [ D [ Heber (| Dev (| UPUE (1 TouchUl § POF I

STATUS

Reset and restore

Lock name

Lock name
U

Change adminpassword  Reboot  Software update

tosibox:

sapel

NETWORK

Advanced settings

Helvar Dartford

ser-friendly name for this Locs

admin/settings/lock_name,

aoption B G -

Sidemode!

“This wil also be visible o 3l serialized Keys and Mobil Cients.

# Logout

Helvar Service Kit: Installation and Set-Up Guide

Click Login in the upper
right corner to access the
TOSIBOX® Lock 100. Login
details are printed on the
back of the TOSIBOX® Lock
100.

Click SETTINGS > Lock
name, type an appropriate
name for the TOSIBOX®
Lock 100 in the Lock Name
text box, and then click
Save.



6. Click SETTINGS > Keys and Locks to display the Keys and Locks page.

[ TOSIBOX® Lock 100 tb- X

¢ C 0 |®nNotseaure gi-bin/luci/stok=0d8

3 Apps || Personal m8 @ [ [ [ Heher (| Dev || UPUI

SAPBL [ AppMar

lelvar Dartford - TOSIBO) k100tb-109ab9010295 | STATUS NETWORK

Lockname estore Changeadminpassword Reboot  Softwareupdate Advanced settings

Keys and Locks

Keys
Device Key 25606
Connection name Key 25606

Deny access towards client ehing tis client,protecting te client from other

toLock.
Connection type Layer 2 -bridged ¥

Static IP 10.254.254.100

Assign a static 1P address for this Key (optional). I set, must be from the same network range as Lock's LAN inerface

Remove connection
To remove a Key with serialzation permissions, pleass use the Reset Seriaizations feature under Settings.

TOSIBOX

7. In the Connection name text box, type an appropriate name for this connection.

8. Clear the Deny new IP connections towards this client check-box.

9. From the drop-down list, select the Layer 2 - bridged connection type.

10. In the static IP for the connection, type the IP address that you want the PC to use.

Examples:

e Forsingle-cluster systems: 10.254.1.40 [next key 10.254.1.41, etc.).

e For multi-cluster systems: 10.254.254.40 (next key 10.254.254.41 etc.).

Helvar

Note:  The static IP address for the connection must be a unique IP address that does not conflict with any other devices on
the network.

11. Set up the IP address of the TOSIBOX® Lock 100

To set up the IP address of the TOSIBOX® Lock 100, follow these steps:

1. Inthe TOSIBOX® Lock 100 home page, click NETWORK > LAN DHCP server to display the LAN DHCP server page.
2. Clear the DHCP server for LAN interface check-box, and then click Save.

T Tosoxs o 10n x ) [ ]
€ C O | ® Not secure | 172.17.17.17/cgi-bin/luc 0d8d8db24addact63a9620e83d882769/tosibe nin/network/dh fr :

2 Apps (] Personal m @ @ D () Hehar [| Dev (| UPUs (| TouchUl [ POF MY (1 SaPBI (| AppMan FA G ° B Sidemodel

Helvar Dartford - TOSIBOX® Lock 100tb-109ab9010295 | STATUS ~ SETTINGS

LAN DHCP server
LAN DHCP Server Settings

General Setup
Disable DHCP server Disable

AN interface. Do not disable the DHCP server unless yot
/ou don'thave another DHCP server n your network or a static

at you're doing. Disabing the DHCP server wil breal
120 0 the Key(s)

Active Leases.
HOSTNAME 1PV4-ADDRESS MAC-ADDRESS LEASETIME REMAINING

There are no active leases.

Static Leases
Use the Add Bution to add a new lease entry. The MAC-Address indentifies the host, the 1P to the fixed address to use and the Hostname is assigned as symbolic name to the requesting host
HOSTNAME MAC-ADDRESS IPV4-ADDRESS.

This section contains no values yet

TOSIBOX
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3. Click NETWORK to display the LAN configuration page.

Helvar

[} TOSIBOX® Lock 100t~ X Y}
<« C () | ® Not secure | 172.17.17.17/cgi-bin/luci/:stok=0d8d8db24ad4ac 8 box-admin/network/network/lan *
35 Apps ] Pesonal m @ @ [ Hehar [ Dev [1 UPUIs [] TouchUl [ PDF I [1 SAPBI appMan H G Siidemodel
Helvar Dartford - TOSIBOX® Lock 100 tb-109ab9010295 | STATUS  SETTINGS
LAN configuration
Common i i
General setup
Status Uptime: Oh 16m 355
MAC Adaress: 10 SA'83.01:0295
RX: 3.32 11B (1626 Pids.)
TX: 165.34 KB (3864 Pkis.)
IPv4: 10.254 254 111/8
Protocol Statc adaress +
Pus adaress 10284254 111
Emoty 1 acdress ot alowed o 1 acress, change prioco o unmanaged. Not ha emovig 1P acressbreaks Key connct
anamakes sense ant 1 Sub
1Py netmask 255000
Pua gateway
1Pua broadcast
Use custom DNS servers
Use translated addresses with remote access (1:1 NAT) ocks with the same LAN IP range. Affects only layer 3 remote connections.

4. From the Protocol drop-down list, select Static address.

5. Inthe IPv4 address text box, type the appropriate IPv4 static IP address. The IP address range and the free IP
addresses of the router network can be obtained from the relating Designer software.

Examples:

e Forsingle-cluster systems: 10.254.1.99.
e For multi-cluster systems: 10.254.254.99.

6. In the IPv4 netmask box, type the appropriate IPv4 netmask.
Example netmask for above IP addresses: 255.0.0.0

Note:
the network.

7. Click Save.

The static IP address for the connection must be a unique [P address that does not conflict with any other devices on

12. Connect the TOSIBOX® Lock 100 to the internet

To connect the TOSIBOX® Lock 100 to the internet, do one of the following:

e To use a wired connection, follow these steps:

a. Connect an Ethernet internet cable into the WAN port of the TOSIBOX® Lock 100.

L XX
%

WAN to internet

b. Go to the TOSIBOX® Lock 100 home page and make sure that the internet connection shown under Status is

active.

Note:
But if you are not, repeat steps 1-2 in section 11.

16 Helvar Service Kit: Installation and Set-Up Guide
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e To use a wireless connection, follow these steps:

a. Click NETWORK > WLAN to display the Wireless Overview page.

") TOSIBOX® Lock 100t~ X Y\

(i o] 5 e
852d9026702/tosibox-admin/net ol

B POF N (1 swes [ AppMan ] G ° B Sicemodel

£ Apps || Pesonal mm @ [ [) [ Heher [ Dev [ UPUIs [ TouchUl

Helvar Dartford - TOSIBOX® Lock 100 th-109ab9010295 | ~ STATUS ~ SETTINGS

# Logout

LAN WAN USBModem

Staticroutes LAN DHCPserver WAN priority WAN proxy

Wireless Overview
R ]
TOSIBOX

b. Click the Edit button on the right side of the screen to display the Wireless Network page.
c. Under Device Configuration, click the Enable button to active the WLAN.
d. The Enable button toggles to Disable.

& > C O [® Notsecure | 17217.17.17/cgi-bin/luci/istok=cb1beabS5dc 8020902702/ tosibox-admin/netwo FESR—— - =

#: Apps || Personal mn @ [ [) | Heber [ Dev [| UPUIs || TouchUl B POF I || S48l || AppMen [ G ° [B Sidemodel

Helvar Dartford - TOSIBOX® Lock 100tb-109ab9010295 | STATUS  SETTINGS

# Logout

Wireless Network: Access Point "Tosibox th-109ab9010295"

Device

General Setup
Wireless network is enabled

11 (2462 GHz) v

Channel
Transmit power 20 dBm (100 mW) ¥

+~ Interface Configuration

General Setup

Network name (ESSID) [Helvar Guest

Mode

Client

TOSIBOX

In the General Setup tab, type the name of the wireless network in the Network Name (ESSID) text box, and then
select Client from the Mode drop-down list.

If the wireless network uses encryption and password protection, click the Wireless Security tab, select the type
of encryption from the Encryption drop-down list, and then type the password in the Key text box.

B 10500 ek 10 - x . N

ork/wireless/radio0.networkl

Appan H G Sidemodel

OF I [ saPBI

Helvar Dartford - TOSIBOX® Lock 100 tb-109ab9010295 |  STATUS ~ SETTINGS

#Logc

Wireless Network: Access Point "Tosibox th-109ab9010295"

Device C

General Setup
Wireless network is enabled

11 (2462 GHz) v

Channel

Transmit power 20 dBm (100 mW) ¥

Interface Configuration

Wreless Secunty
Encrypton WoAZPSK
Key &
TOSIBOX

g. Click Save.
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13. Connect the lighting router network to the TOSIBOX® Key 200

Connect the lighting router network to the LAN 1 port of the TOSIBOX® Lock 100 using an Ethernet cable.
LAN 1 to router network D

14. Test the VPN connection

To test the VPN connection between the TOSIBOX® Lock 100 and the PC running Designer do the following:
1. Make sure that the PC running Designer is connected to the Internet.

2. Disconnect the Ethernet cable from the Service port on the TOSIBOX® Lock 100.

X
¥

Service to PC

3. Insert the TOSIBOX® Key 200 into a USB port on your PC.
An auto play window will appear with options to install the TOSIBOX® Key 200 software.
4. Complete the installation process of the software.

5. When the List of TOSIBOX® Locks window appears, select the appropriate TOSIBOX® Lock 100, and then click
Connect.

6. Wait a few moments for the TOSIBOX® Key 200 to establish connection to the TOSIBOX® Lock 100.

TOSIBOX"

UoB School of Education

7. Run Designer software and check that the remote routers appear in the Devices tree.
8. Connect to the workgroup and use Designer normally.
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15. Technical data

15.1 HCG

Power

Input voltage:

Connectivity
LAN 1:

LAN 2:

Wi-Fi:
1/0 interface
HDMI:

On/Off:

USB interface:
Mechanical data
Dimensions:

Mounting:

Weight:
IP code:

Ce K

Connections

Front panel

12VDC - 19 VDC

10/100/1000 Mbps Intel
1210 GbE. For router network.

10/100/1000 Mbps Intel
1210 GbE.

2 x Wi-Fi antenna

2 x HDMI-out, max. resolution:
3840 x 2160 @ 30 Hz, 2560 x 1600
@ 60 Hz, 24 bpp

Power button with LED
4 xUSB3.0

140.8 mm x 107.5 mm x 28 mm

DIN rail (installation in
switchgear/controlgear cabinet]

0.56 kg
IP20

PWR button with LED

0000
[I:m s ® o
~ 1 1
4 x USB 3.0
2 x HDMI-out LAN 2 for router network
Rear panel

DC input

LAN 1 for internet (DHCP)

Helvar | Data is subject to change without notice.

Operating and storage conditions

Ambient temperature: 0 °C to +40 °C
Relative humidity:

Max. 90 %, noncondensing

Storage temperature: -20 °C to +60 °C

Conformity and standards

EMC: EN 55032
EN 55024
RED: EN 301489-1
EN 301489-17
Safety: EN 60950-1
Environment: Complies with WEEE and RoHS
directives.
Software compatibility
Designer: 5.4.3 or later
Dimensions (mm)
" &
O=
=
H o | T2
N s | =
o T
=
\ ¥
= —-‘ e
140.8 28
Right panel
11| Dttt o i
T 000UEE &
Wi-Fi antenna connectors
Left panel ‘
il | I
OO
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15.2 TOS|BOX® Lock 100 For technical data, refer to Tosibox Inc.'s documentation available at
www.tosibox.com.

c N /J
CE@
Dimensions (mm) TOS[EBOYL o
Qb
e ) \]
132.2
WAN Service
Connections LAN 2 DC input

N nE AT ;Tﬂ;@

e

VLAN antenna VLAN antenna USB 2.0 LAN 1 LAN 3 Not used
1 53 TOS|BOX® Key 200 For technical data, refer to Tosibox Inc.'s documentation available at

www.tosibox.com.

Dimensions (mm)

-]
O
i
W
o
X

21.5

g

16 System diagram

LAN2 port LAN1 port
Ethernet Internet =\/
LAN1T, LAN2 WAN port
or LAN3 port
|
|
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